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Modelling Duqu 2.0 Malware using

Attack Trees with Sequential Conjunction
Peter Maynard, Kieran McLaughlin and Sakir Sezer

What is Threat Modelling? What is SAND? Benefits!
_ o | « Extension for Attack Trees. « Perform analysis on major critical infrastructure
* Allows visualising threats and mapping to |« Provides Sequential Conjunction operator. | incidents.
real world systems. e It has been formally defined. « Havex,

 Ukrainian power outages,
e German Steel Mill,
e Black Energy.

« Can be applied to networks, software,
attacks, and processes. —OR

become root

« Perform analysis of threats which can be

e |dentify common features between them.
used to identify weaknesses in systems.

e Features can be used to detect similar
sophisticated attacks.

« Can apply quantification methods to each
path to determine likelihood of a path based on
adversary skill, money, possibility etc.

Initial Compromise and Lateral Movement

I n iti d I I n fECti on Vulnerability in Windows TrueTy@
« Duqu was delivered by a targeted spear-phishing campaign. Explot CVE'Z(”@X  Taraet downloads and opens word docamen

e Dropper contained in Microsoft Word document. Klmd>

e Exploits CVE-2014-4148 within Windows TrueType Font.
.Forge PAC
Spear-phishing Gain Domain Admin access (CVE-2014-6324) Authenticate Wit@/.
Lateral Movement - _Guno

e Gains domain admin access using CVE-2014-6324, < Remotely install custom MST on target (msiexec.exe) >
'Pass the Hash' exploit.

e Uses its domain privileges to remotely infect machines Propagate < Use Task Scheduler to install custom MST on target
e Two variations. Basic - In-memory remote backdoor and

Basic - In-memory remote ba@
Full Features - C&C p@

Fully featured remote backdoor. o to domain el
e To prevent being discovered by anti-virus software it
encrypts and compresses itself. Decompress ActionData0

Installing Process (i @ <>
o U . . . . Decrypt Actio
ses a varying combination of both encryption and
compression algorithms. o o T Erccute Paylaod \@yw XOR bused >

Command & Control and Plugin Operations

Enumerates all servers in the domain

Main Module Orchestrator

@ Collects usernames (remote@
Concealed in JPE/GIF/ @ ‘ Enumerates all netwo@ * Sta rtS I nte rm ed iate C 2 PFOtOCOl
handler.
— o Exfiltrates over SMB and TCP

connections.
 Connections bypass detection by
< Start ntermediate C2 protocol handie i 58 > oo concealing data in JPEG/GIF files over

@ Installed Programs
Reconnaissance CPU Information
Active desktop sessions

Memory Information

Duqu 2.0 Main Module (Orchestrator)

— Plugin Support
PUTTY keys and sessions .
: . Reconnaissance captures data about the

Responds (0 WPAD requests > system and the network.

—
. Locate files
Attack &srcsponses to HTTP GET@
Run console applications
Modifies cmd.exe

Pretends to have IPC$ and A:shE»
Runs a fake SMB server

Accepts auth requests data.hmi or val.dat
T: ific File T
Handles HTTP GET/ @Spw ¢ Fie hypes
/Int/HMI/ or /LG/HM/ folders

Erses oogleChrome i s e > Records USB, running processes,
Rt Wiy s > hardware information.
T —a » Scans the network for Microsot SQL
@ servers, network shares and domain
servers
e Able to spoof HTTP requests, Remote
desktops, WPAD, and SMB.

Read Write file contents

File size, attributes




